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[bookmark: _Toc296340962]

[bookmark: _GoBack]Introduction: 
This topic introduces three security features that work together to control user access to sites and resources on sites, and what level of access you have to have yourself in order to work with those features.
These features—security groups, permission levels, and permissions inheritance—interact behind the scenes to determine what sites and content people can see and use. Collectively, they are referred to as permissions settings.
A site’s initial permissions settings are created by the site collection administrator. Most sites have one or more site owners who can change the settings established by the site collection administrator.
[bookmark: _Toc268496158]Introduction to site collections and site collection administrators
If you work on a site, you are working inside a site collection. Every site exists within a site collection, which is simply a group of sites and content that are located under a single top-level site. 
Here is an illustration of a site collection, along with the types of sites and content that a site collection might contain.
[image: Visualize the scope of permissions]
A site collection administrator determines initial permissions settings for the whole site collection. All the sub-sites and content in a collection inherit the permissions settings that the site collection administrator chooses for the top-level site. 
If you are a site collection administrator, this means the following:
· You should work closely with the people who create your site collection.
· You are responsible for deciding who has access to important intellectual property stored on your organization’s sites (that is, for setting site-collection level permissions).
If you are a site owner, or are responsible for restricting access to a specific item of content, you can work with the permissions settings for your sites to customize the permissions settings for your area.
[bookmark: _Toc254101300][bookmark: _Toc268496159][bookmark: _Toc296340963]Permission Components
At the most basic level, you manage permissions settings by granting or restricting user access. This is true for many different roles, whether you are a site collection administrator, a site owner, or just someone who works with a single document. To grant user access, you work with three interrelated features: 
· Security groups
· Permissions levels
· Permissions inheritance
[image: Visualize the components of permissions]
The best place to start is with security groups. In most circumstances, you can do everything you need to do about controlling access simply by working with security groups. Permission levels and permission inheritance run smoothly behind the scenes.
[bookmark: _Toc254101301][bookmark: _Toc268496160][bookmark: _Toc296340964]Security groups
A security group is a collection of people—known as users—who all need to perform similar types of tasks on your site. For example, some people might only need to see information on your site, while another group might need to edit it, as well.
Groups give you the power to control access to sites for many people at once. 
[bookmark: _Toc254101302][bookmark: _Toc268496161][bookmark: _Toc296340965]Permission levels
Security groups are assigned permission levels. Permissions levels are combinations of tasks that people need to be able to perform on your site, such as “view pages on the site,” and “view items in a list”; or, “create a list,” or “add an item to a list.”
By grouping commonly associated tasks into permission levels, you can grant security groups permissions to perform many tasks on a site or content item at once. 
[bookmark: _Toc254101303][bookmark: _Toc268496162][bookmark: _Toc296340966]Permissions inheritance
By default, sites and content inherit groups and permission levels from the site above them in the site hierarchy—from their parent site. Permissions inheritance gives you the power to manage all your permissions for a site and all its sub-sites and all the content on it and its sub-sites, from one place—the top site—quickly and efficiently. 
[bookmark: _Toc296340967]Managing Permissions
[bookmark: _Toc268496163]The integrity, confidentiality, and privacy of your organization’s mission-critical information rests on how secure you make your site – specifically, who you choose to grant access to your site. The process of granting and restricting access to your SharePoint sites and content is called managing permissions.
You manage permissions by using SharePoint groups, which control membership, or by using fine-grained permissions, which help you control content at the item or document level. This article focuses on using SharePoint groups to control access to a site.
[bookmark: _Toc256519751][bookmark: _Toc296340968]Make sure you have the correct permissions.
To manage permissions for a site, you must have the Manage Permissions level for the site or content. 
To make sure you can manage permissions for a site, click the Site Actions menu and ensure that you can see the Site Permissions link, which looks like this:
[image: Site Permissions link]
If you cannot see the Site Permissions link, you’ll need to follow your organization’s process for requesting permissions. 
[bookmark: _Toc256514298][bookmark: _Toc256519752][bookmark: _Toc296340969]Review the existing permissions settings for your site.
There are two situations in which you’re most likely to be thinking about permissions for a site:
· You’ve added a new site to a site collection. If this is the case, your new site inherits the permissions settings from the site above it in the site collection hierarchy.
· You’ve taken over ownership for an existing site that was created by someone else. If this is the case, the site might not inherit permissions settings from the site above it – the previous owner might have broken that inheritance to set custom permission settings.
Either way, you can see who has access to your site on the site’s permission page. You can also check this page to see whether the site inherits permissions from the site above it.
To open a site’s permission page:
1. Click Site Permissions on the Site Actions menu.
[image: Site Permissions link]
Here’s an example of the permissions page for a new team site, Contoso11/Research, which inherits permissions from a site called Contoso11:
[image: Inheriting permissions from a parent site]
· The Name column lists SharePoint groups with permissions to the site.
· The Permission Levels column lists the permission levels granted to each group. For example, the Contoso Owners group has Full Control and Limited access permission levels. 
Next, see the members of any group by clicking the group name in the Name column:
[image: Viewing members of a group]
(A) Christa Geller and (B) Diane Prescott are members of the Contoso11 Owners group. 
Note You can check the permission levels for anyone in your organization. Click Check Permissions on the permissions page for the site and then type the name of the person you want to check in the User\Group box.
[image: Check Permissions button]
[image: Enter a user or group]
[image: Click Check Now to view permission levels]
[bookmark: _Toc256514299][bookmark: _Toc256519753][bookmark: _Toc296340970]Add groups with the right people in them.
You can work with groups to ensure that the right people have access to your site:
· Add groups to or remove them from your site.
· Add or remove members from the groups. 
To add groups (or users) to your site:
1. Click Site Permissions on the Site Actions menu to open the site permissions page.
2. Click the Grant Permissions button.
3. In the Grant Permissions dialog box, type the names of the groups (or users) to whom you want to grant access to your site. If you type the names of users, it’s a good idea to add them to an existing group in the second section of the dialog box, Grant Permissions. (You can grant permissions to individual users directly, but the cost of maintaining a system like that adds up quickly.)
4. Click OK.
To change the permissions assigned to a user or group:
1. Click Site Permissions on the Site Actions menu to open the site permissions page.
2. Click the name of the user or group, and then click the command on the ribbon that you want to use. 
Here are a couple examples using the hypothetical site Contoso, which includes a Visitors group and an Approvers group.
To add a new member to the Contoso Visitors group, in the following example, first you would open the site permissions page. 
Next, click the Contoso Visitors link under Name to display the members of the group:
[image: Display members of the Contoso Visitors group]
On the New menu, click Add Users, and then type the name of the person you want to add, in this case, Sean Chai, and then click OK:
[image: Enter names of users or groups]
Now Sean is a member of the visitors group.
To remove the Approvers group for the Research site, you would click Approvers and then click Remove User Permissions:
[image: Removing user permissions]
You can use the commands on the ribbon to restore inheritance from the parent site, or to grant, modify, check, or manage permissions for the site. 
[bookmark: _Toc256514300][bookmark: _Toc256519754][bookmark: _Toc296340971]SharePoint Groups
You can use SharePoint groups to assign the same permission levels to many people at once. By using groups, instead of trying to control and track the access you grant to your sites or content for one person at a time, you can simplify the task of managing access to a site.
· Streamlines your site maintenance for you and your successor site owners,
· Ensures that people performing similar tasks have the same levels of access, and
· Helps you make sure that people have only the access they need, not more.
A security group is a collection of people—known as users--who all have to perform similar kinds of tasks on your site or content. 
Here are some examples of tasks that the users of a site might have to perform:
[image: Visualize users]
You can organize these users into the default SharePoint groups to group them by the kinds of tasks that they will have to perform on the site.
Security groups can be composed of many individual users, can hold a single Windows security group, or can be some combination of the two. 
You can organize users into any number of groups, depending on the size and complexity of your organization or Web site. Groups are created and managed at the site collection level. 
[bookmark: _Toc268766670][bookmark: _Toc283704803]Default SharePoint groups
The most frequently used default groups on a site are the following:
· Visitors
· Members
· Owners
These groups help you easily sort people who will use your site in similar ways. Some people just have to review content on the site, other people have to edit content, and some have to add or edit elements of the site itself. 
Or, as shown in the following illustration, you could assign people to groups as follows:
[image: Visualize user groups]
[bookmark: _Toc268766671][bookmark: _Toc283704804]Groups and permission levels
The permission levels that are assigned to a group make sure that group members have the access to the sites and content that they need.
Each default security group is assigned a default permission level, but you can also create new groups or assign different permission levels for any existing group. You can create SharePoint groups from Windows security groups, but not from distribution groups, also known as distribution lists.
Anyone assigned to a permission level that includes the Create Groups permission, which is included in the Full Control permission level by default, can create custom SharePoint groups. 
[bookmark: _Toc296340972]Manage Membership to Groups
If you are a site collection administrator or a site owner, you create or delete SharePoint groups, or change the membership of groups to control who has access to your sites and content. Anyone assigned a permission level that includes the Create Groups permission can create new groups. 
[bookmark: _Toc252209961][bookmark: _Toc291068604][bookmark: _Toc296340973]Add users to a group 
1. On the Site Actions menu, click Site Permissions. 
The permissions page opens, and the ribbon displays the Permission Tools tab and commands you use to manage permissions.
2. On the permissions page, click the link for the security group to which you want to add users. 
3. On the People and Groups - GroupName page, on the New menu, click Add Users. In the Grant Permissions dialog box, in the Select Users section, use the Browse button to select the users that you want to add to this security group. 
4. Click OK. 
[bookmark: _Toc252209962][bookmark: _Toc291068605][bookmark: _Toc296340974]Remove users from a group
1. On the Site Actions menu, click Site Permissions. 
2. On the permissions page, click the link for the group from which you want to remove users. Select the check boxes for the users that you want to remove from this security group.
3. On the Actions menu, click Remove Users from Group. 
4. Click OK. 
[bookmark: _Toc291068606][bookmark: _Toc296340975]Grant a group access to a site
1. Click Site Permissions on the Site Actions menu to open the site permissions page.
2. Click the Grant Permissions button. In the Grant Permissions dialog box, type the names of the groups (or users) to whom you want to grant access to your site. If you type the names of users, it’s a good idea to add them to an existing group in the second section of the dialog box, Grant Permissions. (You can grant permissions to individual users directly. However, the cost of maintaining a system such as that adds up quickly.)
3. Click OK.
[bookmark: _Toc252209963][bookmark: _Toc291068607][bookmark: _Toc296340976]Create a new group
1. On the Site Actions menu, click Site Permissions. 
2. On the Permission Tools tab, click Create Group. 
3. On the Create Group page, in the Name and About Me Description section, specify the name and optionally a description for this security group. 
4. In the Owner section, specify the owner of this security group. 
5. In the Group Settings section, specify who can view and edit the membership of this group. In the Membership Requests section, specify the settings that you want for requests to join or leave the group. 
6. Click Create. 
[bookmark: _Toc252209964][bookmark: _Toc291068608][bookmark: _Toc296340977]Delete a group
1. On the Site Actions menu, click Site Permissions. 
2. On the permissions page, click the link for the security group that you want to delete. 
3. On the Settings menu, click Group Settings. 
4. On the Change Group Settings page, scroll to the bottom of the page, and then click Delete. 
5. Click OK. 
[bookmark: _Toc291068609][bookmark: _Toc296340978]Assign a new permission level to a group
If you have customized a permission level, or created a new permission level, you can assign it to groups or users.
1. On the top-level Web site of the site collection, click the Site Actions menu, and then click Site Permissions. 
2. Select the check box next to the person or group that you want to assign the new permission level to.
3. Click the Edit User Permissions button.
4. In the Edit Permissions dialog box, check the name of the new permission level, and then click OK.
[bookmark: _Toc266785957][bookmark: _Toc291068610][bookmark: _Toc296340979]Add or change a site collection administrator
1. At the top level of your site collection, click Site Actions and then Site Settings.
2. Under Users and Permissions, click Site Collection Administrators. In the Site Collection Administrators field, type or browse to find the name of the person that you want to designate a site collection administrator.
3. Click OK.
[bookmark: _Toc296340980]Permission Levels
In SharePoint sites, SharePoint Foundation 2010, permission levels are managed only at the site collection level – that is, at the top-level site in your site hierarchy.
[bookmark: _Toc254182534][bookmark: _Toc257183632][bookmark: _Toc277515967]If you make a change to a permission level, you need to keep in mind that it will affect all the users and groups at that permission level. This might change your site security or even affect your site’s performance.
[bookmark: _Toc254182535][bookmark: _Toc257183633][bookmark: _Toc277515968]Security and permission levels
For example, you might customize the Contribute permission level so that includes a permission that usually is only in the Full Control Permission level. 
If you customize the Contribute permission level to include the Create Sub-sites permission, then Contributors can create and own sub-sites. However, this potentially invites malicious users to post unapproved content.
[bookmark: _Toc254182536][bookmark: _Toc257183634][bookmark: _Toc277515969]Performance and permission levels
In addition, changes to permission levels can actually affect the performance of your site. For example, if you add the Create Alerts permission to the Read permission level, all members of the Visitors group can create alerts, which might overload your servers.
[bookmark: _Toc254182537][bookmark: _Toc257183635][bookmark: _Toc277515970]Edit an existing permission level, or create a new one?
Here are several examples of situations when it might be useful to change an existing permission level:
· A default permission level includes all permissions except one that users must have to do their jobs, and you want to add that permission.
· A default permission level includes a permission that users do not need. For example, you might want people to be able to read and edit items in a list, but not to delete items from that list. You might start with the Contribute permission level, and then remove the “Delete List Item” permission to create a new permission level.
You might want to create new permission levels if one or more of the following situations applies:
· You want to exclude several permissions from a particular permission level.
· You want to define a unique set of permissions.
[bookmark: _Toc254182538][bookmark: _Toc257183636][bookmark: _Toc277515971][bookmark: _Toc296340981]Creating Permission Levels
[bookmark: _Toc296340982]Open the permission levels page
To change permission levels, you first open the Permission Levels page. 
1. On the top-level Web site of the site collection, click the Site Actions menu, and then click Site Settings.
2. On the settings page, in the Users and Permissions section, click Site Permissions. 
3. On the Edit tab, click Permission Levels.  On this page, you can add or delete permission levels, or modify existing permission levels.
[bookmark: _Toc254182539][bookmark: _Toc257183637][bookmark: _Toc277515972][bookmark: _Toc296340983]Create a permission level
1. On the Permission Levels page, click Add a Permission Level. 
2. On the Add a Permission Level page, in the Name and Description section, type a name and optionally a description. Select the check boxes for the permissions that you want to associate with this permission level, and then click Create. 
[bookmark: _Toc254182540][bookmark: _Toc257183638][bookmark: _Toc277515973][bookmark: _Toc254182541][bookmark: _Toc257183639][bookmark: _Toc277515974][bookmark: _Toc296340984]Edit a permission level
Use these steps to change any custom permission levels or any of the default permission levels other than Full Control or Limited Access.
1. On the Permission Levels page, click the name of the permission level that you want to edit. The Edit Permission Level page opens, where you can make the following changes:
2. Change the description of the permission level. 
3. Select the check boxes for the permissions that you want associated with this permission level.
4. Clear the check boxes for the permissions that you do not want associated with this permission level. 
5. After you have made you changes, click Submit.
[bookmark: _Toc254182542][bookmark: _Toc257183640][bookmark: _Toc277515975][bookmark: _Toc277515976][bookmark: _Toc296340985]Assign a new permission level to a group
After you create a permission level, you can assign it to groups or users.
1. On the top-level Web site of the site collection, click the Site Actions menu, and then click Site Permissions. 
2. Select the check box next to the person or group that you want to assign the new permission level to.
3. Click the Edit User Permissions button.
4. In the Edit Permissions dialog box, check the name of the new permission level, and then click OK.
[bookmark: _Toc296340986]Edit Permissions for SharePoint Items
In some cases, your site might contain content that’s only meant for certain users or groups. For example, if you have a list on your site that contains sensitive data, you might want to restrict who can see it. 
To do this, you break permissions inheritance, and then edit permissions for the content on its own permissions page.
Tip If you’re going to break inheritance on your site, it’s a good idea to organize your content to minimize how many places you’re using unique inheritance. For example, consider segmenting your content by security level. You might create a specific sub-site or library with unique permissions for sensitive documents, rather than having them scattered in a larger library and protecting each one separately by its own set of unique permissions settings. 
By default, all sub-sites, lists, and libraries within a site inherit permissions settings from whatever is directly above them in the site hierarchy. For example, a sub-site inherits permissions from the site above it. A list item inherits permissions from the list that it is in. A list inherits permissions from the site is on. In each of these cases, the content from which permissions are inherited is called the parent.
Changes to the permissions settings of a parent affect all the sub-sites and content that inherits permissions from that parent. So if you break permissions inheritance on a parent site, all the sub-sites below that parent will not inherit the new permission settings you create.
Restricting access to content follows these same basic steps:
1. Open the permissions page for the piece of content you want to restrict access to, and break inheritance from its parent. 
2. Remove groups or users that you don’t want to have access to the content.
3. Grant permissions to new groups or individuals that you do want to have access.
You can resume inheriting permissions from a parent list, the site as a whole, or a parent site at any time. (Note that if you do so, you’ll lose any unique permissions that were applied directly to the content.
[bookmark: _Toc254960348][bookmark: _Toc267051720][bookmark: _Toc296340987]Restrict access to a list
Here’s an example in which you restrict access to a list. You can follow the same steps for a site, library, or individual item, working from the permissions page for that item. 
[bookmark: _Toc267051721][bookmark: _Toc296340988]Break inheritance from the parent.
1. Open the list that you want to restrict access to.
2. On the List Tools tab, click List to open the gallery of commands specific to the list.
3. On the ribbon, click the List Permissions button. The permissions page for the list opens, with a yellow status bar that explains that the list inherits permission from its parent site.
4. Click the Stop Inheriting Permissions button. Now the list is disconnected from the parent site. 
Here are two important things to note:
· The list still has the same permission settings that it did before. But now, instead of inheriting permissions from the parent, it has its own copy of the parent’s permissions. 
· Changes that you make to the permissions settings for the parent site will not be inherited by this list. 
[bookmark: _Toc254960350][bookmark: _Toc267051722][bookmark: _Toc296340989]Remove groups or users you don’t want
1. In the Name section of the permissions page, select the checkboxes for the groups or users who should not have access to this list.
2. Click Remove User Permissions. The permissions page updates to show that the group or user no longer has permissions to the list.
[bookmark: _Toc254960351][bookmark: _Toc267051723][bookmark: _Toc296340990]Grant access to groups or individuals
In some cases, you might want to create a group and grant it access to this list. For example, you might want to grant your team access to a list. Because you know your team might grow in the future, it’s best to create a group for your team and grant that group access to the list. When new people join your team, simply add them to the group. 
For details on how to create a group, see Manage security groups. 
In other cases, you might want to grant access to one or two individuals on your team.
1. On the permissions page for the list, on the Edit tab, click the Grant Permissions button.
2. Type the name of the group or the individual you want to grant access to in the Users/Groups box.
3. Choose the level of permissions you want the group or individuals to have.
4. Click OK.
[bookmark: _Toc254960352][bookmark: _Toc267051724][bookmark: _Toc296340991]Reconfigure a list to inherit permissions
After you’ve broken permissions inheritance between a site, folder, list, library, list item, or document and its parent, you can restore inheritance at any time. 
1. Open the list that you want to restore inheritance for.
2. On the List Tools tab, in the List gallery, click the List Permissions button.
3. On the list permission page, click Inherit Permissions.


[bookmark: _Toc296340992]Site Collection Administrators
One of the advantages of deploying SharePoint Server 2010 into an organization is that the product is designed to distribute the administrative tasks involved in setting up and maintaining information technologies to a variety of people throughout the organization. 
As a result, information workers have more control over their working environment, the ability to solve certain problems themselves, quickly, without going through Help Desk; and information technology professionals (IT pros) are freed up to address organization-wide issues.
[bookmark: _Toc270077326][bookmark: _Toc296340993]Typical site collection administrator responsibilities
For you, as a site collection administrator, this means the following:
· You might be expected to be the main point of contact between your part of the organization and your IT department. 
· You’ll need to work closely with people in certain roles in IT, such as your SharePoint farm administrator.
· You’ll be performing some tasks that might previously have been referred to your organization’s IT team, such as deciding who has access to important intellectual property stored on your organizations web sites (that is, setting site-collection level permissions), and deciding which features to make available to the people who will be using the sites in your site collection.
· You’ll probably be providing some technical support for the people who use your site collection.
[bookmark: _Toc270077327][bookmark: _Toc296340994]Administrative and user accounts
As a site collection administrator, it’s a good idea to understand where you are in the hierarchy of people who control SharePoint, which depends on what type of account you have. There are two types of accounts in SharePoint – administrative accounts and user accounts. Despite the name, site collection administrators actually have the highest-level user account, (that is, you don’t actually have an administrative account.) 
Tip The type of account you have is determined by what permissions you have. In SharePoint, permissions are assigned to groups. As a site collection administrator, you are a member of the site collection administrator group. People with administrative accounts install, configure, and deploy SharePoint tools and technologies on your organization’s server computers. They make decisions about how users will be authenticated, how Web application and content databases will be configured, and how many server computers your organization’s SharePoint installation will require.
There is one particular level of administrative account that it’s a good idea to know about, because you will need to work with people in this role and understand their goals and decisions about the overall SharePoint deployment in your organization: SharePoint farm administrators.
[bookmark: _Toc270077328][bookmark: _Toc296340995]SharePoint farm administrators
SharePoint farm administrators control settings in the SharePoint Central Administration Web site – that is, settings that apply to all the site collections in your organization’s SharePoint deployment. They also create site collections and set the first layer of permissions for site collections.
These settings affect the types of decisions that you can make, as a site collection administrator. Here are the permissions decisions that farm administrators can make:
· Enable or disable the anonymous access feature.
· Specify which permission levels are available for you to choose from.
· Specify which individual permissions are available within each permission level.
· Choose how much of SharePoint Designer is available in the site collection.
· Choose which users can manage service applications, such as the User Profile Service application, or Search. Each service application has its own customizable permission settings.
· Add another user as a farm administrator.
Note Farm administrators also make decisions about which features to support. For example, if you want to take advantage of the new Multilanguage User Interface feature, you’ll need your farm administrator to install the appropriate language packs that the feature will use.
Farm administrators have no access to site content by default; they must take ownership of site collections to view any content. They can do this by adding themselves as site collection administrators—but ideally, they’ll leave the content management side to you, so they can focus on the software.
[bookmark: _Toc270077329][bookmark: _Toc296340996]User accounts
User accounts are given to the people in the organization who will be working with SharePoint sites and content, but not interacting with the server computers and databases that underlie the SharePoint installation. 
As a site collection administrator, you have a user account, not an administrative account, but you perform administrative functions for all the sites within your site collection. Most importantly, within the constraints of the permissions decisions that your farm administrator made, you establish the default permissions settings that all the sites, sub-sites, and content in your site collection will inherit.
Note You can also choose to turn features on or off, you can audit all site content, and receive any administrative alerts (such as verifying whether a particular site is still being used). You are designated as the contact for the site collection both for your IT Pro team and any site owners or users of the site collection itself.
Generally, you’ll be designated the site collection administrator when the site collection is created, but you can add another site collection administrator, or change the site collection administrator through the Site Settings page if you have site collection administrator permissions.
[bookmark: _Toc270077330]Add or change a site collection administrator
1. At the top level of your site collection, click Site Actions and then Site Settings.
2. Under Users and Permissions, click Site Collection Administrators.
3. In the Site Collection Administrators field, type or browse to find the name of the person you want to designate a site collection administrator.
4. Click OK.
[bookmark: _Toc270077331][bookmark: _Toc270077332][bookmark: _Toc270077333][bookmark: _Toc296340997]Permissions strategy planning
An effective permissions strategy will enhance the manageability and performance of your site, ensure compliance with your organization’s data governance policies, and minimize the cost of maintenance for you and your organization.
[bookmark: _Toc268492727]Most Web sites are created speedily, with the aim of solving a particular problem or getting a specific set of information to people who need it quickly. 
That’s good, but often, the structure of the site that you start with to meet specific needs ends up being the default structure as your site collection grows and is required to meet other kinds of needs. This can result in permissions settings chaos, where everyone in the organization has full control over sub-sites, or, every individual has to be granted permissions for every new site they need to use. 
A good permissions strategy can catch these problems before they get started. 
An effective permissions strategy gains you control in three main areas:
· Manageability and performance. The permissions settings you choose have long-term consequences for how much work it takes to manage your sites, and how speedily your sites respond to user commands.
· Data governance. A planned permissions strategy can help you ensure compliance with your organization's data governance policies, which may be unique to your company, or may be an essential part of complying with financial and accounting disclosure and retention legislation, such as Sarbanes-Oxley.
· Cost of maintenance. A strategy that takes advantage of built-in efficiency tools, such as security groups, permission levels, and permissions inheritance will enhance ease of use for your site users, and minimize the requests for individual access that permissions managers have to respond to during the life of the site.
[bookmark: _Toc252213638][bookmark: _Toc268492728][bookmark: _Toc296340998]Anonymous Users
[bookmark: _top]You can grant anonymous access to your site or to specific lists and libraries on your site when you want people to be able to see your content without having to log in. For example, you might give permissions to anonymous users if
· You want to let people give feedback anonymously.
· Your site faces the Internet and you don’t want the general public to have to log in.
· You want to ensure that everyone can get to your content.
When you grant people permission to view your site, lists, or libraries anonymously, they can discover site information, including user e-mail addresses and any content posted to lists, libraries, and discussions. When you grant people permissions other than Read on lists and libraries, they can anonymously contribute to lists, discussions, and surveys, and documents, and they can make comments that aren’t attributable to anyone. To create a more secure site, list, or library, do not enable anonymous access. 
[bookmark: _Toc252268271][bookmark: _Toc256595336][bookmark: _Toc296340999]What is anonymous access?
When you turn on anonymous access to a site, you allow people (including authenticated users who have not been granted access to the site) to browse the entire site without logging in. They can see any list, library, folder within a list or library, list item, or document that inherits its permissions from the site.
Before you can grant people anonymous access, your server administrator must choose to allow anonymous access on your site in Central Administration. Even if your server administrator has allowed anonymous access at the Central Administration level, anonymous access is turned off by default on your sites, and for their lists, and libraries. So, you must do the following:
· First determine whether anonymous access is enabled in Central Administration for your site.
· Then, if it is enabled in Central Administration, turn it on for your site.
If your server administrator has enabled anonymous access, and if you have the Manage Permissions permission (that is, if you're a member of the Site Owner group, or similar SharePoint group), you can do the following: 
· Grant anonymous access for an entire site. 
· Grant anonymous access on specific lists or libraries. 
· Block anonymous access on a site. 
If your server administrator has not enabled anonymous access, the Anonymous Access option does not appear on the Permission Tools menu.
[image: anonymous_access.jpg]
Anonymous users cannot open sites for editing in programs such as SharePoint Designer, nor can they view the site in Network Places. 
As is the case with other permissions settings, when you grant anonymous access on a site, you also grant anonymous access on subsites and content that inherit permissions from the site.
[bookmark: _Toc296341000]Anonymous access options
	With anonymous access to:
	Anonymous users can:
	Anonymous users cannot:

	Entire Web site
	Browse your entire site.
Read any lists, libraries, or folder within a list or library that inherits its permissions from the site, and open and read any list items or documents in those lists and libraries.
	Change the content.

	Lists and libraries
	Read lists and libraries on which the View Items permission has been granted to anonymous users.
	Browse the site.
Change the content.


[bookmark: _Toc252268273][bookmark: _Toc256595338]
[bookmark: _Toc296341001]Turn on anonymous access for a site 
1. Open the site on which you want to turn on anonymous access. 
2. On the Site Actions menu, click Site Permissions. 
3. On the permissions page, click Anonymous Access. 
4. In the Anonymous Access dialog box, select the parts of your Web site that you want anonymous users to access, and then click OK.
[image: anonymousaccess2.jpg]
[bookmark: _Toc252268274][bookmark: _Toc256595339][bookmark: _Toc296341002]Turn on anonymous access for a list or library that uses unique permissions
Follow these steps only if you have turned on anonymous access for the site as described in the previous procedure and have granted access to either the entire site or only lists and libraries in step 4 above. 
Also, make sure the list or library you want to work with uses unique permissions instead of inheriting permissions from its parent site.
1. Browse to the list or library that uses unique permissions for which you want to enable anonymous access. 
2. Click the List tab on the List Tools menu (or the Library tab on the Library Tools menu). 
3. Click the List Permissions (or Library Permissions) button.
4. On the Permissions Tools menu, click Anonymous Access. 
5. In the Anonymous Access dialog box, select the permissions that you want to grant to anonymous users for this list or library, and then click OK.
[image: anonymous_access_list_2.jpg]

[bookmark: _Toc296341003]Tips for an effective permissions strategy
Keep these tips in mind to help create a simple, easy-to-maintain permissions strategy. 
[bookmark: _Toc268492729]The principle of least privilege
Give people the lowest permission levels they need to perform their assigned tasks. 
[bookmark: _Toc268492730]Work with security groups
When you give people access , add them to standard, default security groups (such as Members, Visitors, and Owners). 
Make most people members of the Members or Visitors groups. 
People in the Members group can add or remove items or documents, but they cannot change the site structure, site settings, or site appearance. 
People in the Visitors group have read-only access to the site, which means that they can see pages and items, and open items and documents, but cannot add or remove pages, items, or documents.
Limit the number of people in the Owners group. 
Only people you trust to change the structure, settings, or appearance of the site should be in the Owners group.
[bookmark: _Toc268492731]Work with permissions inheritance
Use permissions inheritance to create a clean, easy-to-visualize hierarchy.
Managing permissions becomes more difficult and time-consuming when some lists within a site have fine-grained permissions, and when some sites have sub-sites with unique permissions and others with inherited permissions. 
If you use fine-grained permissions extensively, users may experience slower performance when they try to access site content. 
It is much easier to manage and explain permissions when there is a clear hierarchy of permissions and inherited permissions. 
Organize your content to take advantage of permissions inheritance.
Consider segmenting your content by security level – create a site or a library specifically for sensitive documents, rather than having them scattered in a larger library and protected by unique permissions.
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